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When our republic was founded, nations who wished to influence U.S.
elections had to rely on the mass media technology of the day, the printing press.
In the 1796 presidential election, when the French government attempted to
influence electoral college voters in the swing state of Pennsylvania to vote for the
perceived pro-French candidate, Thomas Jefferson, it did so through letters by
French minister Pierre-Auguste Adet published in a Philadelphia newspaper.1
Today, foreign adversaries who wish to influence U.S. voters can do so cheaply,
efficiently, and covertly through cyberspace,2 while remaining safely behind their
own borders. Worse yet, foreign adversaries can use cyberspace to gain access to
U.S. voting infrastructure in order to disrupt elections or even manipulate election
results.

In part to counter this new threat to elections, the U.S. Department of Defense
(DOD) recently adopted a strategy to “defend forward to disrupt or halt malicious
cyber activity at its source, including activity that falls below the level of armed
conflict.”? This bold approach blazes a new path through unsettled territory in the
international law arena. As this essay explains, defending forward is permissible
under international law, and essential to ensuring future U.S. elections are free
from foreign interference.

I. ANEW THREAT TO U.S. ELECTIONS — RUSSIAN CYBER ACTIVITIES IN 2016

The Russian Federation, like its Soviet predecessor, has a long history of
conducting covert influence campaigns focused on U.S. presidential elections, using
intelligence assets and the U.S. press to support its preferred candidates and
disparage those it opposes.* In 2016, Russia targeted U.S. elections with a
multifaceted influence campaign that for the first time took full advantage of
cyberspace. The campaign combined cyberespionage, public release of
embarrassing information obtained through hacking, propaganda messaging by
Russian government agencies and state-funded media, and proxy organizations
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employing professional “trolls” for social media messaging.® This campaign was “a
significant escalation in directness, level of activity, and scope of effort compared
to previous operations aimed at US elections.”®

In March 2016, Russian military hackers from Russian General Staff Main
Intelligence Directorate (GRU) Unit 26165 successfully spear-phished employees of
the presidential campaign of Hillary Clinton, the Democratic Congressional
Campaign Committee (DCCC), and the Democratic National Committee (DNC),
acquiring credentials that provided an initial access vector to those organizations’
networks.” After gaining access, Unit 26165 hackers traversed the networks,
exfiltrated copies of emails and documents, covertly monitored the activity of
network users, and implanted malware to maintain access.® Between July and
October 2016, another GRU organization, Unit 74455, publicly released over 50,000
of these documents through fictious personas and anonymous websites.® The
documents were political dynamite, generating accusations the Clinton campaign
had collaborated with the DNC to suppress Democratic primary votes for another
candidate, Sen. Bernie Sanders.'°

Russian state-supported global media, most prominently Russia Today and
Sputnik, had overt roles in the influence campaign, while proxy organizations
played a covert part.’! Thirteen Russian nationals and three Russian companies,
including the Internet Research Agency (IRA), were indicted in U.S. federal court for
committing crimes while engaging in “information warfare against the United
States.”*? The indictment alleged that they “operated social media pages and
groups designed to attract U.S. audiences,” which “falsely claimed to be controlled
by U.S. activists,” and became their “means to reach significant numbers of
Americans for purposes of interfering with the U.S. political system, including the
presidential election of 2016.”*3 The indicted Russian oligarch Yevgeniy Viktorovich
Prigozhin, who funded the IRA, “is a close Putin ally with ties to Russian
intelligence.”4

In moves that showed Russian intent to move beyond just an influence
campaign into election manipulation, GRU personnel hacked into the website of a
state board of elections and stole personally identifiable information related to
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approximately 500,000 voters.®> They also hacked into the computers of a U.S.
company that supplied software used to verify voter registration information for
the 2016 U.S. elections.'® Fortunately, it does not appear they were able to access
electronic voting infrastructure and manipulate votes or voting results.’

Il. A New Response—Defending Forward in Cyberspace

In August 2018, Congress responded by authorizing military defense of U.S.
elections in cyberspace against Russia, China, North Korea, and Iran.*® Subject to a
determination that these nations are “conducting an active, systematic, and
ongoing campaign of attacks against the Government or people of the United States
in cyberspace, including attempting to influence American elections and
democratic political processes,” Congress authorized the President and Secretary
of Defense “to take appropriate and proportional action in foreign cyberspace to
disrupt, defeat, and deter such attacks.”*°

In September 2018, the President issued a National Cyber Strategy, declaring
that the U.S. will use all instruments of national power, including “military (both
kinetic and cyber),” to “prevent, respond to, and deter malicious cyber activity
against the United States.”?° Around the same time, the President issued National
Security Presidential Memorandum 13, United States Cyber Operations Policy,
“which allows for the delegation of well-defined authorities to the Secretary of
Defense to conduct time-sensitive military operations in cyberspace.”?!

Also in September 2018, the DOD issued its own DOD Cyber Strategy, explicitly
recognizing that the U.S. is “engaged in a long-term strategic competition with
China and Russia,” including “persistent campaigns in and through cyberspace that
pose long-term strategic risk to the Nation . . ..”?? In response, the DOD “must take
action in cyberspace during day-to-day competition . . . to defend U.S. interests.”??
In a change to previous strategy focused on defensive actions within U.S. networks,
the 2018 Strategy declares that the DOD “will defend forward to disrupt or halt
malicious cyber activity at its source, including activity that falls below the level of
armed conflict.”?* Geographic distance offers no safety due to the globally
interconnected nature of cyberspace, so “attempting to protect from cyber attacks
at or near the point of impact or just along international territorial boundary lines
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is not only artificial and naive, it is also ineffective and self-defeating.”?> Thus, in
cyberspace, the U.S. “must defend forward, engaging adversaries before their
actions can affect intended targets.”2®

The commander of U.S. Cyber Command explained that “[i]n practice, this
means confronting our adversaries from where they launch cyber attacks . . . .”?’
Cyber Command forces “must operate against our enemies on their virtual territory
. ... Shifting from a response outlook to a persistence force that defends forward
moves our cyber capabilities out of their virtual garrisons, adopting a posture that
matches the cyberspace operational environment.”?® Maneuvering “as close as
possible to the origin of adversary activity . . . [allows Cyber Command] to expose
adversaries’ weaknesses . . . [and] learn their intentions and capabilities,”?° then
take action to deny, degrade, disrupt, destroy, or manipulate (D4M)3° cyber
infrastructure owned, operated, or controlled by the adversary. These D4M actions
are obviously executed without the consent of the targeted adversary entity, and
in the DOD’s view may also be executed without the consent of the States in whose
territory the targeted cyber infrastructure is located.3!

In 2018, the DOD engaged in an interagency effort “to defend the integrity of
America’s 2018 mid-term elections.”®? U.S. Cyber Command and the National
Security Agency “undertook an initiative known as the Russia Small Group to
protect the elections from foreign interference and influence[,] . . . [taking part in]
the collective intelligence and defense effort that demonstrated persistent
engagement in practice.”® According to media reports, this defense effort included
military cyber operations against the IRA in St. Petersburg, Russia, that “blocked
Internet access . . . . [for the IRA and] “basically took the IRA offline.”3*

Some former intelligence and cybersecurity officials categorized the
operation as a signal meant to deter foreign misbehavior online and praised it as an
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appropriate tool of statecraft.? In contrast, one scholar argued this action was a
“crossing of the Rubicon” in State relations, an event so significant that it might
possibly “set a new standard for ‘sub-warlike’ cyber activity that begins the creation
of new international norms of behavior . . . .”3 Other scholars pointed out that
international law is murky in this area, with scholarly disagreement on what rules
of international law apply to cyber operations that affect data but do not result in
death or injury to persons or damage to physical property.3” Some scholars argue
that the concept of State sovereignty prohibits such operations,® and others take
the opposite view.*® For its part, the Russian government refused to take a public
position characterizing the legal nature of the reported U.S. cyber operation against
the IRA. %0 In response to media reports, a spokesman for President Putin would say
only with typical hyperbole that “U.S. territory is constantly being used to organize
a huge number of cyber attacks against various Russian organizations. That’s the
reality with which we live.”*

lll. International Law Framework for Analyzing Defend Forward Cyber
Operations

It is generally undisputed that conduct of States in cyberspace is governed by
existing international law, as it is when acting in other domains.*> Rules of
international law are found in international agreements to which States are parties,
and also arise from customary international law, formed by “general and consistent
practice of states followed by them from a sense of legal obligation,” a concept
called opinio juris.”*3 However, despite fifteen years of effort by States through the
U.N. Group of Governmental Experts process, a broad international consensus is
currently still lacking on how specific bodies of existing international law, such as
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the jus ad bellum, apply to States’ actions in cyberspace.* Furthermore, as a matter
of State sovereignty, unless it chooses to be bound by “prohibitive rules” of
international law, a State remains free to engage in conduct “which it regards as
best and most suitable” to achieve its own national interests, even though that
conduct may violate the domestic law of another State or otherwise be unfriendly
to other States.*

The DOD takes the position that international law does not generally prohibit
non-consensual cyber operations in another State’s territory, unless the cyber
operations constitute a use of force under the jus ad bellum or a prohibited coercive
intervention in domestic affairs.*® This position is key to justifying the DOD’s
adoption of the “defend forward” policy in its 2018 Cyber Strategy.” Because of
this position, the DOD believes that its “commitment to defend forward|,] including
to counter foreign cyber activity targeting the United States|[,] comports with our
obligations under international law and our commitment to the rules-based
international order.”*® Exactly when a cyber operation (or a kinetic operation, for
that matter) rises to the level of a use of force or coercive intervention is unsettled
in international law, but some standards do exist and can be applied.

A. Jus Ad Bellum Prohibition on the Use of Force

The modern framework for the jus ad bellum, the body of customary and
treaty international law governing the resort to use of force by States, is the Charter
of the United Nations. Its Article 2(4) requires all member states “refrain in their
international relations from the threat or use of force against the territorial integrity
or political independence of any State, or in any other manner inconsistent with the
Purposes of the United Nations.”*® The consensus view of States and scholars is that
Article 2(4) prohibits all use of force in international relations, except as permitted
by the Charter.>®

The phrase “use of force” is not defined in the Charter, and international
consensus is lacking over its precise meaning. In the scholarly view
contemporaneous with the establishment of the Charter, use of force “is commonly
understood to imply a military attack, an ‘armed attack,’”” with a State-controlled
entity using traditional or non-traditional weapons such as poison gas “employed
for the destruction of life and property” against another State,” and refers to
“armed force” as distinguished from political or economic pressure.>? Though we
are in the modern era of cyberspace operations, the prohibition still applies to any
use of force, regardless of the type of weapons employed.>® As Professor Dinstein
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puts it, “when studied in context, the term ‘“force’ in Article 2(4) must denote
violence. It does not matter what specific means—kinetic or electronic—are used
to bring it about, but the end result must be that violence occurs or is threatened.”>*

While not entirely settled, it is generally accepted that for violence by one
State against another to be a use of force, it must reach a certain threshold of
gravity.*® It is unsettled in international law precisely where the threshold lies, and
allegations of use of force are generally resolved through state action driven by
geopolitical considerations rather than litigation based on legal definitions. The
International Court of Justice has held that temporary entry by warships into
territorial waters to remove illegally laid mines without causing injury or damage to
anything other than the mines was not a use of force,*® while laying mines in
territorial waters, bombing ports, oil pipelines, and storage tanks (spilling millions
of gallons of fuel), and rocketing a naval base constituted an illegal use of force.*’

In assessing whether a particular cyber operation constitutes a use of force,
the DOD applies a physical effects framework. It considers “whether the operation
causes physical injury or damage that would be considered a use of force if caused
solely by traditional means like a missile or a mine.”>® The DOD cites a former State
Department legal advisor who has offered three examples that would qualify as a
use force and involve “significant destruction.”®® These are cyber operations that
(1) trigger a nuclear plant meltdown; (2) open a dam above a populated area,
causing destruction; or (3) disable air traffic control services, resulting in airplane
crashes. ® The U.K. government takes a similar stance with regards to cyber
operations resulting in death and destruction on an equivalent scale to an unlawful
use of force or armed attack if committed with kinetic weapons, though to the
examples of nuclear meltdown and crashing aircraft it adds targeting of essential
medical services,®! likely because of its experience with WannaCry ransomware
disrupting medical care to thousands of National Health System patients across the
U.K.%2

While the examples above all involve significant destruction of property,
injury, or loss of life, some scholars assert that cyber operations that are intended
to cause any damage or destruction of physical objects are of sufficient gravity to
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qualify as a use of force.®® These scholars also propose extending the definition of
use of force beyond physical effects. They propose that states employ a multi-factor
approach that “focuses on both the level of harm inflicted and certain qualitative
elements of a particular cyber operation” to assess its overall “scale and effects,”
which they say may include economic or other non-physical effects.®

The U.S. and U.K. have rejected this view and focus on physical effects, many
states are silent on their view of what constitutes a use of force in cyberspace, and
afew states appear open to considering non-physical effects. France recently stated
it would not rule out the possibility that it would choose to characterize a cyber
operation without physical effects as a use of force against it.®> The Netherlands has
also gone on record supporting the general conclusions of a report stating that a
cyber operation targeting the entire Dutch financial system or preventing the
government from carrying out essential tasks such as policing or taxation would
qualify as an armed attack,%® a grave form of illegal use of force.

Applying a physical effects framework, it is reasonable to conclude that the
U.S. can execute cyber operations precisely delivering DAM effects against the
logical network layer®” of foreign actors’ information technology (IT) infrastructure
used for hacking and influence operations, to prevent them from using this
infrastructure to interfere with or influence U.S. elections, without violating the
prohibition on the use of force. This is because D4M effects can be directed against
data and logical processes of IT infrastructure without proximately causing injury or
death to persons, or damage or destruction to physical objects, including computer
hardware. The U.S. could use “impact” techniques that directly affect only data and
logical processes of IT infrastructure,®® with the secondary effects limited through
choice of targets. For instance, executing a disk content wipe technique® against
storage devices on an IT network used solely for social media influence operations
would be very unlikely to cause a secondary effect of injury or death to persons,
though the same technique directed against health provider IT networks might. In
contrast, D4M effects directed at operational technology (OT) infrastructure, such
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as Industrial Control Systems (ICS), would be far more likely to proximately cause
injury or death to persons, or damage or destruction to physical objects.”

B. Principle Prohibiting Coercive Non-Intervention

Under the customary international law principle of non-intervention, cyber
operations that do not rise to the level of a use of force are still prohibited if they
coercively intervene in the core internal functions of another State, “such as the
choice of political, economic, or cultural system.””* This narrow zone of “matters in
which each State is permitted, by the principle of State sovereignty, to decide
freely” covered by the non-intervention principle is commonly referred to as the
domaine réservé of a State.”

It is “imperative to distinguish intervention from interference” because
intervention in domaine réservé is prohibited, while interference is permissible and
“regarded as an inevitable by-product of an increasingly globalised [sic] world order
where states are constantly interacting.”’® To be an internationally wrongful
intervention, a State’s actions “must be forcible, dictatorial, or otherwise coercive,
in effect depriving the State intervened against of control over the matter in
question.”’* Some types of state conduct are generally agreed to be outside the
scope of prohibition, whether executed in cyberspace or other domains, such as
espionage’® and propaganda.’®

However, “the precise boundaries of this principle are the subject of ongoing
debate between states, and not just in the context of cyber space.””” Aside from
the general recognition of its high threshold, customary international law offers
little guidance on what level of coercion raises an act from a lawful act of pressure
to an internationally wrongful act of coercive interference.”® The non-intervention
principle is often breached by States, and “the precise contours and application of
the prohibition of intervention are unclear in light of ever-evolving and increasingly
intertwined international relations.””®

In the view of the U.S., shared by other countries, “cyber operations by a State
that interfere with another country's ability to hold an election or that manipulate
another country's election results would be a clear violation of this prohibition.”®°
The U.K. has taken the position that cyber operations that intervene in the
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fundamental operation of Parliament or in the stability of the U.K. financial system
would violate the non-intervention principle.’!

Applying the above standards, it is reasonable to conclude that the U.S. can
execute cyber operations precisely delivering D4M effects against the logical
network layer®? of foreign actors’ information technology (IT) infrastructure used
for hacking and influence operations, to prevent them from using this infrastructure
to interfere with or influence U.S. elections, without violating the prohibition on
coercive non-intervention in domestic affairs. This is because foreign State actors
do not have a sovereign right, as a core internal function of their States, to interfere
with or influence elections in the U.S. In fact, the opposite is true. The choice of
political system is a matter each State is permitted by the principle of State
sovereignty to decide freely, and if a foreign State deprived the U.S. of control over
its own elections through cyber operations, then that State would be in breach of
the prohibition.

C.Sovereignty

Some scholars assert that cyber operations causing consequences to manifest
in cyber infrastructure located in another State, including loss of functionality of
computer systems due to data deletion or manipulation without physical effects,
constitute a violation of a universal customary international law rule of “territorial
sovereignty” that prohibits all nonconsensual access to its territory. 8 However,
other scholars point out that sovereignty is a fundamental general principle that
serves as a foundation for a State’s development of specific rules of international
law, not a universal rule prohibiting nonconsensual access to territory.®* Rather, the
specific rules that protect sovereign territory from foreign intrusion develop
through international agreements and state practice, and “the fact that states have
developed vastly different regimes to govern the air, space, and maritime domains
underscores the fallacy of a universal rule of sovereignty with a clear application to
the domain of cyberspace.”® To further illustrate the point, there is no
international convention prohibiting espionage, and States routinely practice
espionage against each other, including espionage involving some degree of virtual
and physical intrusion, showing the absence of a customary international law norm
against it.%¢

The U.S. and U.K. both recognize the role of State sovereignty as a
foundational principle that undergirds specific rules of international law, but reject
the idea that from it is automatically extrapolated a specific rule in customary
international law prohibiting cyber activity which doesn’t rise to the level of a
prohibited coercive intervention or use of force.®” The DOD view is that there
currently “is not sufficiently widespread and consistent State practice resulting
from a sense of legal obligation to conclude that customary international law
generally prohibits such non-consensual cyber operations in another State’s
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territory.”® While the DOD recognizes that there are differences of opinion among
States, this suggests that State practice and opinio juris are presently not settled on
this issue, particularly since many States have remained publicly silent in the face
of numerous publicly known cyber intrusions into foreign networks.®

D.Legal Gray Zone and Retorsion

If defend forward cyber operations are carefully kept below the level of a use
of force and coercive intervention, how might they be characterized under
international law? One way of viewing them is that they fall within a “gray zone” —
an arena of state conduct that is simply not regulated by current international law.*°
International law is positive and consent-based, arising from sovereign States’
voluntary choices to be bound by “prohibitive rules” of international law.! Outside
the boundaries of such rules, States remain free to act as they view best and most
suitable for their own national interests,®? including conducting cyber operations
against other States with whom they are engaged in strategic competition.

Some defend forward operations conducted in response to specific adversary
cyber actions can be viewed as acts of retorsion. “An act of retorsion is an
unfriendly, but not otherwise unlawful measure, with sanctions and expulsion of
diplomatic personnel being the most emblematic and frequent. The cyber
operations to which an act of retorsion responds need not constitute an
internationally wrongful act, although they may.”®® Acts of retorsion can include
“under the threshold” cyber operations against the actor that initiated the first-in-
time unfriendly operation.*® The alleged U.S. cyber operations in response to
Russian 2016 election meddling, as reported by the news media, would fall into the
category of retorsion.

A recent survey of State practice in responding to cyber operations against
them showed that States generally do not accept or rely on the normative
categories of international law, such as use of force, coercive interventions, or
violations of sovereignty, to draw meaningful legal distinctions in their reactions to
cyber operations.®® Rather, “states seem to prefer to engage in cyberoperations and
counteroperations ‘below the radar,” and to retain, for the time being, some degree
of stability in cyberspace by developing ‘parallel tracks’ of restricted attacks, covert
retaliation, and overt retorsion, subject to certain notions of proportionality.”®®

88. Ney, supra note 21.

89. Id.

90. See Harvey Rishikof et al., Gray Zone as State Actors Continue to Wage Cyberwar on the
United States, They Have a Powerful Ally-Gaps and Ambiguities in the Law, 104 A.B.A. J. 30, 32 (2018).

91. S.S. Lotus (Fr. v. Turk.), Judgment, 1927 P.C.1.J. (ser. A) No. 10, 1 46 (Sept. 7).

92. Id.

93. Michael Schmitt, "Virtual" Disenfranchisement: Cyber Election Meddling in the Grey Zones of
International Law, 19 CHI. J. INT'L L. 30, 64 (2018).

94. Dan Efrony & Yuval Shany, A Rule Book on the Shelf? Tallinn Manual 2.0 on Cyberoperations
and Subsequent State Practice, 112 Am. J. INT’L. L. 583, 645 (2018).

95. Id. at 653-54.

96. /d. at 654.



IV. The Future

What will DOD cyber operations defending U.S. elections look like a decade
from now? Presumably, these operations will expand in size and reach. It’s unlikely
that adversary attempts at election hacking and influence operations against the
U.S. will decrease. Because of the success that Russia enjoyed in 2016, which is still
resounding in the U.S. political process today, it is likely that Russia will continue to
direct influence operations at U.S. elections.’” As barriers to entry to fielding
effective cyber forces and capabilities continue to drop, more adversary nations will
achieve a relatively low-cost and low-risk capacity to conduct cyber operations
against U.S. elections. While only Russia targeted the 2016 elections, already the
U.S. government has warned American voters that “Russia, China, Iran, and other
foreign malicious actors all will seek to interfere in the voting process or influence
voter perceptions” in the 2020 elections.®® They will attempt to do so “through a
variety of means, including social media campaigns, directing disinformation
operations or conducting disruptive or destructive cyber-attacks on state and local
infrastructure.”®

It’s likely the DOD and its defend forward strategy will continue to play a key
role in defending U.S. elections against foreign interference and influence in
cyberspace. Already, in response to adversary threats to the 2020 elections, the
DOD, along with U.S. law enforcement and intelligence agencies, has “mal[de] it
clear to foreign actors that any effort to undermine our democratic processes will
be met with sharp consequences.”'® The U.S. Cyberspace Solarium Commission, a
bipartisan, intergovernmental body established by Congress to develop a
consensus on a strategic approach to defending the United States in cyberspace
against cyber attacks of significant consequences, including cyber-enabled election
interference, recently recommended that the DOD’s defend forward approach be
expanded to include all instruments of national power, in an “overall integrated
effort to apply every authority, access, and capability possible (e.g., laws, financial
regulation, diplomacy, education) to the defense of cyberspace in a manner
consistent with international law.”10?

How adversaries will react to the new strategy is still unknown and will be key
to determining the future viability of the defend forward strategy. Will DOD cyber
operations impose costs that create deterrence from future election meddling, and
steer our adversaries back towards global norms of respect for the right of
sovereign States to choose their leaders through democratic processes?%? Or will
the DOD be called on to persistently defend forward in cyberspace, to disrupt and
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degrade adversary capability to execute intended operations against U.S. 2030
elections? Perhaps in a decade we’ll know, but the latter is a more likely scenario.

What about developments in international law? Unfortunately, given the
relative intransigence of some States during the U.N. G.G.E processes from 2002-
2017 that sought to establish broad State consensus on cyber-specific rules of
international law and failed,'® it’s similarly unlikely that current U.N. attempts®
will succeed in this endeavor. Instead, it’s more likely that smaller groups of States
will work towards regional or bilateral understandings, with the goal of establishing
voluntary norms that may shape future State acceptance of binding international
agreements.1% At any rate, State practice will have had another ten years to evolve.
Perhaps States will begin to coalesce their actions around a common view of how
existing international law applies to cyber operations, working towards opinio juris
and establishment of cyber-specific rules of international law that address election
influence operations and permissible ways to respond to them.

Under international law as it stands today, the DOD’s bold new approach of
defending forward in cyberspace is not prohibited conduct for the U.S. or any other
sovereign State. A decade in the future, it is likely to remain both internationally
lawful and essential to ensuring American elections are free from interference by
foreign States.
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